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FTX - Jan 2023 
Collapsed exchange FTX 
announced that around $415 
million of crypto had been 
stolen by hackers. The missing 
crypto could be connected to a 
hack of the company's 
systems that was uncovered 
shortly after the company 
collapsed in November. There 
are some indications that this 
hack may have been an inside 
job.

For more insights, click here. *Source: Comparitech.com and internal GK8 estimates

Over 60% of all large heists took advantage of 
compromised private keys, and in most cases this 
was the private key to an MPC or multi-sig wallet. 
While MPC has become the de facto market 
standard, the data attests to the fact that MPC and 
Multi-sig are still not secure enough to protect the 
assets of institutions that manage millions of dollars 
in AUM.

Number of Heists Value of Assets Lost

Percentage of value stolen over time by type of hack*

Liquid - Aug 2021 
Japanese cryptocurrency 
exchange Liquid said it had 
been hit by a cyberattack that 
saw hackers make off with a 
reported $97 million worth of 
digital coins. 
 We are sorry to announce that״
#LiquidGlobal warm wallets 
were compromised, we are 
moving assets into the cold 
wallet״.- Liquid Global Official 
on Twitter

StakeHound - Jun 2021
A Switzerland based staking 
services firm, accused its 
institutional crypto services 
provider, Fireblocks, of 
negligence resulting in the loss 
of $75 million worth of ether. 
StakeHound claimed Fireblocks 
failed to backup half of a key it 
was holding on behalf of the 
company needed to access 
38,178 staked ether (the native 
token of Ethereum) as part of a 
program that creates BLS 
signatures. Fireblocks denied 
the claim.

Bitfinex - Aug 2016
The Bitfinex cryptocurrency 
exchange, based in Hong Kong, 
announced it had suffered a 
security breach. Around 2,000 
approved transactions were 
sent to a single wallet from 
users' segregated wallets. 
The hack occured even though 
Bitfinex was securing the funds 
with BitGo, which uses 
multiple-signature security.

Crypto heists have become an all too familiar occurrence in the fast-paced world of digital assets, where anonymity and decentralization 
can be both a blessing and a curse. From the latest DeFi hacks to the infamous Mt. Gox, crypto is a growing target for cyber-criminals. 
Since crypto's inception, nearly 600 hacks have been recorded, accounting for nearly $10B in stolen assets. 

Februay 
BonqDAO
$120M

December
AscendEx
$78M

December
Bitmart
$196M

October
Mango Markets
$112M

June
Maiar
$113M

June
Harmony/
Horizon Bridge
$100M

November
FTX
$472M

February
Wormhole
$334M

October
Binance
$570M

April
Rari Capital
$80M

January
Qubit Finance
$80M

March
Cashio
$53M

April
Beanstalk
$180M

October
Cream Finance
$130M

March 
Euler Finance
$197M

September
Wintermute
$160M

August
Nomad
$190M

October
Mirror Protocol
$90M

March
Ronin Network
$620M

October
Compound
$66M

September
KuCoin
$285M

November
bZx
$55M

December
VulcanForged
$135M

December
BadgerDAO
$130M
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Boy X Highspeed 
(BXH)
$139M

August
Liquid exchange
$97M

August
Poly Network
$610M

January
Coincheck
$532M

February 2014
Mt. Gox
$480M

May
PancakeBunny
$200M

May
Venus 
Protocol
$100M

March
CoinBene
$105M

April
EasyFi
$81M

August 2016
Bitfinex
$72M

April
Uranium Finance
$50M

November
Upbit
$51M

May
Binance
$40M

February
Blockchain.info
$50M

June 2016
The DAO
$55M

February
Bitgrail
$170M

May 2012
BitFloor
$250M

Decembe 2017
Nice Hash
$64M

September
Zaif
$62M
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Size of the circle is indicative of 
amount of assets lost.
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History of Crypto Heists

The Biggest Crypto Heists of All Time

Overtime private key compromises were most pervasive

Some high profile hacks:

Other 7%

Flash loan 9%

Smart contract 22%

Key compromise 62%

40+ of the Largest Heists Account for 80% of Assets Lost*

Large Heist

Large Heist

https://www.gk8.io/cryptocurrency-crime-statistics-a-visual-guide/



